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24/7 REALTIME SURVEILLANCE SYSTEM
FOR INDUSTRIAL RADIO COMMUNICATION

In industrial automation, wireless communication systems offer key advantages over wired solutions, e.g.
regarding flexibility, mobility, cost efficiency in retrofit. Therefore, wireless technologies such as WiFi and
Bluetooth are widely used. Since multiple wireless networks of the same or different wireless technologies
share the same unlicensed radio frequency band without coordinating the access to the wireless medium,
mutual interferences between co-located wireless networks are very common.

Currently, this problem is addressed manually by a combination of frequency management and on-site
surveys. However, this approach can just capture an instant snapshot of the radio frequency band
utilization, and thus, it does not cover the time-varying nature of wireless communication.

For this purpose, Fraunhofer IIS/EAS developed a surveillance system for a permanent 24/7 monitoring of
the radio frequency bands used for wireless communication. The system is applicable for stationary and
mobile surveillance scenarios and provides a complete overview of which wireless systems are active, in
which frequency channels and to what extent. It also informs about interferences between neighboring
wireless communication systems and can alarm the service team.

Your Benefits

Gapless 24/7 transparency on the utilization of radio frequency band

Identification of wireless communication reserves

Detection of undesired wireless technologies and alarming

Prevention of system failures through early detection of potential interference sources
Higher plant availability due to stable wireless connectivity



Features

e Continuous real-time monitoring of wireless frequency bands

e Automatic detection of wireless traffic (WiFi, Bluetooth, LTE, ...) and mutual interferences
e Statistical evaluation of wireless traffic and alarming

o Interactive browser-based dashboard

e Long-time access to monitoring data for in-depth analysis
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Dashboard of the Fraunhofer real-time surveillance system for wireless communication frequency bands

About us

The Fraunhofer Institute for Integrated Circuits IIS is a world leader in research on microelectronic
and IT system solutions and services. Scientists at the institute’s EAS division in Dresden are working
on key technologies for cutting-edge adaptive systems that can independently detect, analyze and
evaluate changes in their environment or in their internal structure. To this end, the researchers are
developing innovative algorithms and powerful sensor components. Other key areas include the
automatic analysis of large data volumes, artificial intelligence, loT and the development of
technologies for connected automation in production processes.
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